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Legal Notices and Disclaimer

This guide has been created using all best efforts. The author and publisher gives no
guarantee or warranties as to the fitness, applicability or completeness of its contents.

There are no warranties either expressed or implied, as to the effectiveness,
merchantability or fitness of this program for any purpose and they shall in no event be
held liable for any damages or other losses/or damages resulting from following all or
part of the information contained here.

The author and publisher do not warrant the performance, applicability or effectiveness
of any of the companies, individuals or websites referred to in this eBook. All references
are for informational purposes only and are not warranted in any way.

The material contained within this book is protected under International and Federal
copyright laws and treaties and as such, any unauthorized copying, distribution or
reprinting of this material is strictly forbidden.
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Introduction

If you have seen or read about some of the horror stories from people who have had
their identities stolen and you think it could never happen to you...think again!
According to a study by Gartner, there were over 15 million victims of identity theft in
2006. That is equivalent to more than 28 new victims every minute! Even worse,
cases of identity theft have continued to increase dramatically year after year since
2001. Now is the time to think seriously about what you can do to protect yourself and
avoid becoming a victim of this life destroying crime.

Have you ever seriously thought about identity theft as a major organized crime? Have
you ever sat down and contemplated what it would be like if you were to fall victim to
identity theft? Probably not, and you are not alone.

A recent survey from US working-group on credit industry security revealed than an
alarming 87% of Americans are unaware of the implications that identity theft can have
on their lives. You could end up owing thousands of dollars from debts accrued from
fraudulent applicato ns y ou wer e n 0 itcoaldteka yoaysastaerepairfthe
damage to your credit report and you could even be refused credit cards, loans,
mortgages and bank accounts due to the effects of identity crimes.

However, it gets worse. An identity imposter can use your stolen identity to receive

medi cal treatment, rent a car, | ease an apartm
commit a crime in your name! Never been in trouble with the police before? Think you

have a totally clean criminal record? If you identity has been stolen, you could be in for

a huge surprise!

|l 6m not telling you this to frighten or worry
happening every single day in this country. Often you may not even know your identity
has been stolen until you see your credit report or get denied for credit or a job.

Now for the good news! This guide will show you some of the most common ways
thieves attempt to steal identities and actions you can take to protect yourself.
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Chapter 1: What Actually gets Stolen?

Identity Theft involves criminals stealing the personal details of others, which can then
be used by the thief for personal gain. ldentity theft comes in a variety of forms and can
be divided into 4 categories:

1. Financial Identity Theftit hi s i nvol ves s tspeasbnaladaailsot her p
to gain financial profit, such as taking out a loan, getting credit cards or simply
withdrawing funds from an account.

2. Criminal Identity Theftit hi s i nvol ves gi vVvi nywhemomeone el
guestioned, arrested or prosecuted for a crime.

3. Identity Cloning i this is when individuals steal whole identities to obtain vital
documents such as passports, driverds | ice

4. Commercial Identity Theft i this is the obtaining of finance using a false or
stolen business identity.

The most common types of stolen details are of course, credit card and bank account
numbers. These are the types we are most aware of and quite simply, these allow the
thief to access our financial accounts, which are then either emptied completely or
charged with fraudulent purchases. There is nothing more horrifying than checking your
bank balance to find it completely empty!

However it& not all doom and gloom. As major companies and organizations become
more aware of fraud and identity theft, they are constantly improving security for
personal accounts. Yet as the industry is developing new ways to keep criminals out,
fraudsters are finding ever more creative ways to get their hands on your personal
information.

Ién going to talk to you about the techniques criminals are using to get their hands on
your private details right now in 2008, and how they use them to steal your identity.
Some of these methods may be more familiar to you than others, so 1Gn going to explain
how the technique works, then explain the preventative measures you can take to
protect yourself. 1@l also cover some of the newly emerging techniques that pose the
greatest risks to your personal information today.

Let 6s deelt. st a
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Chapter 2: Mail Interception Method

One of the oldest and most common methods used to steal your personal information is

the Mail Interception Method. Don &6t b el nftoooltehdi nki ng that itds
bank account numbers that need to be protected! These days, identity theft crimes are

very organized high-tech operations. Virtually any personal or private information

can be harvested and stored. Eventually these pieces can be put together like a giant

jigsaw, each piece allowing thieves to get the next, until eventually they possess your

whole identity.

Suppose a thief wants to steal your private mail. All he has to do is fill out a mail
redirect form. Bingo, all your personal and private mail including your bank statements
showing account details will now be delivered elsewhere!

He (or she!) only needs to do this for a few days before cancelling the redirect back to
your actual address and you'd probably not even notice something had happened! And
if you did notice, any missing items would probably be considered 'lost’. You'd have no
idea that your details had just been stolen.

Alternatively opportunistic identity thieves can simply lift mail from your mailbox, if it's
not secured or locked. If you live in the country, you may have a mailbox that is some
distance from your home. Obviously, this is not ideal in terms of security for your
sensitive documents.

What can | do to protect myself?

In this situation you should consider having your mail directed to a post office box.
You can rent them for a small monthly fee, which is nothing compared to the
knowledge you'll have that your mail is securely awaiting your collection. This is also
a very sensible idea if you're going on vacation or if you'll be away from home for an
extended period of time. Alternatively, if permitted, get a mailbox fitted on your front

door, it's far safer!
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Not convinced? Well, think about this...

What information do you need to apply for a copy of your birth certificate? Your name,

address and date of birth. This type of information is quite freely available, isn't it? Now,

what do you need to apply for a driveros |ice
birth, proof of ID, maybe proof of residency? Exactly. The birth certificate would

provide proof of ID and a piece of mail (like a bank statement) would cover for the proof

of residency! Now armed with a birth certifi
thief could even apply for a reissue of your social security card!

What next? Well perhaps the thief now wants a cash loan or a credit card, or to rent a
car. Easily done, now that he has your identification, your personal details and your

bank statements!

See how this works? It's a frightening realization for many of us.

Mail Interception Defensive Tips

1. Get a post office box.

2. Take all outgoing mail to the post office. Don 6t | eave it waiting
for pickup.
3.1l f you donét have a post office box, ma k e

mailbox EVERY day.

4. D o n léave your vehicle unlocked. Your vehicle registration and other personal
information could be an easy target for thieves.

5. D o nléave mail or other personal information in your vehicle.

6. Pay attention to your billing cycle. Call immediately if you do not receive a bill or
account statement.
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Chapter 3: Dumpster Diving

Dumpster diving isn't the most advanced technique used by thieves, but it certainly is
effective!

You must remember that these people have no problems rooting through trash looking
for anything you may have thrown away that could contain useful data they can exploit.
It's more commonly known as '‘Dumpster Diving' and although it's quite a disgusting
hobby, it's an easy way for thieves to steal your details from right under your nose!

Let's face it, i f you were a criminal I
would you wear a mask and carry a loot bag in public? Definitely not!

Luckily for us there is a very simple way to prevent identity thieves from using this
method. By shredding your personal and private mail you will prevent your details from
falling into the wrong hands (or at least make it extremely difficult for them!). Although
shredders are useful tools in the fight against identity theft, they aren't perfect.

If you want to be extra secure with your waste, use a cross cut shredder. They not
only shred the paper into strips but also shred the strips horizontally, making it virtually
impossible to piece the document back together into a readable format. You can pick
these up at most office supply stores and they have quite reasonable price tags, too.
Look for a cross cut shredder that can also shred credit cards! This will allow you to
safely dispose of old cards.

Try and get into the habit of shredding your mail daily. If you're too busy, think about
piling it up somewhere safe and shredding it all together, maybe once per week? A
simple routine like this will seriously bolster the security of your personal and private
data.

Defensive Tip
Another must-do tip is to opt out of pre-approved credit offers. These

financial product, then sending you the offer. These potentially reveal a
substantial amount of information about your credit status, your financial
standing and may even contain your personal details.

offers come in the mail often and work by pre-screening your details for a

ooki
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If you reside outside of the United States, call your credit card companies and make
the opt-out request.

In the United States, the Federal Trade Commission allows you to opt out of all pre-
screened credit and insurance offers. Later we will tell you about LifeLock. If you decide
to use LifeLock, they will automatically opt you out of these offers!

To do it yourself, you can choose whether you want to opt out permanently or for 5
years. Call 1-888-5-OPTOUT or visit http://www.optoutprescreen.com for more
information.

Addi tionally, this infor nwelsieon can be found a
http://www.ftc.gov/bcp/conline/pubs/credit/prescreen.shtm

Dumpster Diving Defensive Tips

1. Get a cross cut shredder immediately!

2. Commit to shredding any documents with personal information instead of
putting them in the trash.

3. Dond6t put your bheforeisidto lweypitkedtup. &akentiagh tothe
curb as close to pickup time as possible.

4. Dondét | eave t ryowhouseiabesvean pickigps. Keep them in the
garage or another secured area.
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Chapter 4: Credit Card Skimming

Next we are going to talk about a threat that
category and takes it up a notch to outright theft. This time, instead of fooling you into

revealing your personal details, the fraudster will attempt to directly steal your card

details right from under your nose! It's a technique known as 'Skimming' and it works

with both your bank and your credit cards.

This type of scam occurs mainly in bars, cafés and restaurants where you will gladly
hand over your card for payment. Without your knowledge, the card is then quickly
passed through a 'skimming device' that reads the card details and makes a copy of the
information. This data can then be duplicated and used to print a replica card at a later
point.

The most dangerous part of this scam lies in the fact that you are completely unaware
your credit card has been copied until it's too late and your account is maxed out!
These days 'skimming devices' are extremely small, well hidden and only take a split
second to record your card details, so it's all over in a flash! You may also be surprised
to hear that credit card skimming is a big underworld business, with highly organized
criminals paying unscrupulous waiters or waitresses very well for 'skimming' your cards.

Many are so practiced that it's unlikely you would notice at all. Maybe they'd accidentally
drop your card and have to bend down behind the counter to pick it up? Perhaps they'd
need to fetch the credit card reader from behind the bar? Perhaps they'd have problems
with the machine and go to get somebody to help? They may even just turn their back
on you for a second while skimming your card!

Worst of all, most of these establishments actually require the waiter or waitress to take

your card completely out of your site because
because the owners are tryingto hideso met hi ng from you, itéds si mp
readers normally have to connect to a phone line. The phone connection may be in the

bar area, at a wait staff station or anywhere else, but generally it is not out in the open.

We have become accustomed to just handing our card over at payment time. Needless

to say, there are hundreds of reasons a waiter or waitress may leave your sight with

your card, without you ever becoming suspicious.

© Hasic Marketing, AB
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Once the 'skimmed' details are in the wrong hands, the criminals will often complete a
'test run'. This is to ensure that the card they have duplicated is both active and has an
available balance to spend. To do this they make a very small purchase or payment,
normally made online and normally for only a few dollars. It's these irregular patterns
that anti-fraud services try to look for on your accounts. Unfortunately, they don't
always catch the telltale signs early enough.

How can | avoid becoming a victim?

The success of this technique relies heavily on deception and misdirection, so
awareness is a great defense here. The best way to ensure the integrity of your cards is
to be observant and alert when making payments by bank or credit card. Portable
card readers are now available and can be brought right to the table at payment time.
If you frequent a restaurant that does not have the portable style, ask the manager to
get one. Normally, the provider of their merchant account will give them the equipment
they need. After all, the provider makes money off of each transaction, so they are more
than willing to give away the card readers.

If no portable card reader is available, make sure you're in a position to carefully watch
the person who has your card. Look for any unusual movements like bending down
unexpectedly or taking an extraordinarily long time with your card. Try to position
yourself so that you can see their hands and your card at all times throughout the
transaction.

What if you think your card has been skimmed?

If you become concerned about the behavior of a staff member or if you clearly see
something suspicious happened, you have two options.

If you believe the establishment is normally an honest, well-managed business, you
could politely ask to speak to the manager. Remain friendly so the waiter or waitress
does not suspect anything. Then quietly tell the manager of your concern. They will
almost certainly be completely unaware of any illegal activities in their establishment.
These types of scammers normally work completely alone, passing card details on to
the organized criminals for a good price.
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The alternative option is my preferred choice. You should leave as normal without

letting on that there is a problem.1 f you were to fAspooko the ski
probability they would hide or dispose of the skimming device and any other

incriminating evidence. Go directly to the police and report the incident, letting them

know that the individual is still on the premises. The police have a much better chance

of catching the criminal in the act, with the skimming device on them, if the skimmer is

unaware that anybody has realized what they are up to.

Then you must be sure to contact your card provider immediately so they can put a
block on your accounts and issue you a new card with a new account number right
away! Informing your card issuer that you are concerned your account has been
compromised will also mean you will no longer be liable for any fraudulent transactions
that may appear on your account from that moment.

Card Skimming Defensive Tips

1. If you frequent any business that takes your credit card out of site to process a
payment, ask them if they have a portable card reader. If not, recommend they
get one.

2. Carefully watch any person who has your card until the transaction is complete.

3. Call your credit card providers and ask them if they provide active fraud
monitoring. This means they will call you if any unusual transactions appear on
your account. Again, if you decide to use LifeLock, they will monitor your
accounts for you. More on that in the next chapter.
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Chapter 5: Credit/Debit Card Theft

We've talked about card 'skimming' and how to avoid it, but you're probably thinking that
it's more likely your card would be stolen rather than 'skimmed'. So what if a pickpocket

simply steals your bank or credit card and tries to use it to make a purchase? Or what if
your purse/wallet is stolen?

The most important thing is to report the loss properly and as quickly as possible to
the relevant departments and agencies. It may be too late to stop the thief from stealing
your cards, but it isn't too late to limit the damage he (or she!) can cause! If your wallet,
purse or credit/debit cards have been stolen, take the following actions:

1. Make a list of what was stolen. If your purse was stolen, which credit cards were
in it? Debit Cards? Did you have your dr
your purse? What about a check book?

2. Notify your bank, credit card company and any other accounts IMMEDIATELY!

a. For credit accounts, notify them of the stolen cards and request
replacement cards with new account numbers.

b. If bank accounts have been compromised, notify them of any stolen cards
or checks; close the involved accounts and open new ones.

c. For other accounts such as insurance, gym memberships, video rental
cards or any other cards with personal information, notify the issuing
company and request a new card.

d. Keep a record of all correspondence.

3. Contact your local law enforcement agency and file a report. Make sure you get
a copy of the report for your records.

4. Place a fraud alert with the 3 Credit Reporting Agencies (TransUnion, Equifax
and Experian).

5. Order a copy of your credit report from each credit reporting agency and review it
for unauthorized account openings, change of address information or any other
changes you did not consent to.

6. Contact the agency that i1issued your driver
place a stolen/lost warning on your file.

7. Monitor all bills and accounts for unauthorized charges.

© Hasic Marketing, AB
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You may not even realize your cards and details are missing for several hours or maybe
even longer, especially if they were stolen from your work place, home or vehicle. Most
banks allow you to set daily spending limits on your debit cards which may give you
some protection in an identity theft situation. But | have an even better workaround for
youée

On the reverse side of your cards, you will find the signature strip, which you are
required to sign when you receive your card. Instead of signing your name, clearly write
fPlease Check IDO o n t IMake sute it is large and clear enough to read. When
you make a purchase in person, the cashier will look at the strip and will ask for
additional id to verify that you are who you say you are.

In years of using this method, not a single cashier has failed to notice the strip and ask
me for further freedptotecidhdwds t hat for

It is a step in the right direction, but it does not protect you for online or phone
purchases - and | have noticed lately that many stores do not even require your
signature if the purchase is under $25!

What can | do to protect myself?

If you want superior protection against identity theft before it happens, then | would
highly recommend taking a look at LifeLock. LifeLock is an identity theft protection
company that prevents your identity from being stolen before it happens. For only $10
per month, they will take steps to start protecting you immediately and then continue to
monitor your credit. They even have a $1,000,000 service guarantee!

If you are faced with having your purse or wallet stolen, it can be a real hassle to
contact each bank and credit company to report the problem. LifeLock provides you with
WalletLock, so if your wallet or purse is ever stolen, a recovery specialist will help you
contact each credit card, bank or document issuing company, cancel your affected
accounts and complete the paperwork and steps necessary to replace your lost
documents, including your credit and debit cards, driver's license, social security card,
insurance cards, checkbook and even travelers checks!

Use this link and you will receive a special discount on LifeLock A LifeLock

© Hasic Marketing, AB
http://www.think-creditcards.com Page 14
Think Credit Cards Guide



http://www.think-creditcards.com/identity-theft-protection.html
http://www.think-creditcards.com/
http://www.lifelock.com/default.aspx?promocode=CJ

Card Theft Defensive Tips

1. Keep your purse, wallet and personal information secured when you are at work.
Inside a lockable cabinet or file drawer would be ideal.

2. D o n leave your purse, wallet or personal information in your vehicle 1
particularly if it is in plain view.

3. When attending events with large crowds (concerts, sporting events, etc.), just
take the items you absolutely need suchasyour debit card and dr
|l i cense. Dondét carry a bag or purse; |just

4. Minimize the identification information and number of cards you carry to what you
actually need.

5. Donotuse your Soci al Secur ilicgnsemncimebkse.r on your
6. Dondét carry your Social Security card in vy

7. Get LifeLock!

Use this link and you will receive a special discount on LifeLock A LifeLock
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Chapter 6: PC / Laptop Checklist

Webve talked specifically about the dan
physical letters and documents, but have you thought about your virtual documents?
How safe and secure is your computer right now? Most of us will leave some sort of
private information on our hard drives at some point, such as a letter to a creditor or
bank. Does this letter contain personal details? Of course itdoes.| 6 v e c r5&5tep
Pr ot ect i checklif forayoudo take a look at. Almost all of the recommendations
are available free and will go a long way to preventing anybody from infiltrating your
computer.

1. Windows Automatic Updates
Onceyou haveyouranti-vi rus i nstall ed and onlneand
update your Windows operating system
a handy O6Automatic Updat es d dpedatesitselfe
when required. If you turn on Automatic Updates, your computer will simply let
you know when an update is ready to install. | strongly suggest you always have

this switched on!

2. Anti-virus, anti-spam and anti-spyware software
These programs should be your top priority after setting up your computer. It will
immediately provide a layer of protection against damaging viruses that can
destroy your computer, spyware that can be used to steal your personal
information and even phishingscams.You 6!l | find a whol e
programs with wide ranging pricetags. You dondét have tget p
good protection.

3. Wireless Net Security
This is a really big one that we have mentioned earlier! If you have a wireless
network at home then make absolutely certain you have wireless encryption
enabled, preventing any unauthorized computers from connecting to your
network without a password. You do not want anybody leeching off your

connection! Il tés entirely possible
net work and access your files i f you
remember?

4. Activate Your Firewall!

gers o

ed a o

ng you
) Toda
whi ch

host
ay a f

for a
donot
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Windows has a built in Firewall that protects unauthorized connections to and

from the Internet, but make sure you have it turned on. You will get a personal

Firewall as part of the package if you decide to purchase either version of Trend

Mi crods I nternet Security, but i f you pref
Windows Firewall which is reliable and dependabile.

5. Passwords, passwords, passwords
| know, | know,webé ve hear d i t ThehWwhyisithabso mmany of gsh t ?
still insist on using simple, sometimes obvious passwords? Do NOT use your
children6és names, your date of Dbhatcanh, your
easily be figured out. Try and think of a password that has no meaning to
anybody but you. And then make sure you password protect your computer as
well as your wireless network.
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Chapter 7: Wi-Fi Hacking

'Wi-Fi Hacking' is a particularly relevant topic, as we're all using the very things

i nvol vedé c Jdinallydverycemputer manufacturer now produces PCs and
laptops with Wi-Fi capabilities and a large percentage of us use wireless networks to
access the web. You may even have downloaded this guide via a wireless connection!
If so, I'm pretty sure you're aware of just how easy it is to connect to a nearby network
that hasn't been password protected, perhaps your next door neighbors? Some people
even choose to piggyback other wireless networks rather than pay for their own at all!

| agree that using somebody else's Wi-Fi connection isn't exactly the crime of the
century and isn't likely to have SWAT kicking down your door any time soon. You may
have even used somebody else's network yourself, but in reality unsecured network
usage is a potential jackpot for a hacker or identity thief.

You may not have realized this, but every time you connect your PC or laptop to a
‘foreign’ Wi-Fi connection, you are granting the host full access to your computer and all
the information stored on it! So you may think your neighbor simply forgot to password
protect his wireless network, but he may have left it intentionally open for people like
you to connect to.

With a bit of technical knowledge, the host or account holder can create a 'proxy server'
to harvest the data from connected computers. Advanced hackers could even decrypt
protected data from your computer such as login and password details to various sites.
This is a classic 'baited' technique of stealing your data, luring you into using an
unsecured Wi-Fi with the intention of snatching your private data right from under your
nose!

But wai t ! There's moreé

The Wi-Fi security issues work in reverse also. When a new account holder sets up a
wireless internet connection and fails to protect the network with an encrypted
password, they are at risk just as much as those above, if not more!

A small percentage of people setting up Wi-Fi connections do not really understand the
security related issues and so they end up using their wireless network without
passwords, others simply do not care who uses their network. Normally this is because
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they donét have a full understanding of Jjust
Did you know that you are liable for any illegal activities that take place on your

bandwidth? For example if your neighbor decides to jump on your Wi-Fi connection and

download movies or music, you will end up facing the music (sorry for the pun!) for

copyright infringement as it will be traced back to your account. More sinister usage

such as illegal pornographic material certainly will have SWAT kicking in your front door!
"Butitwasntme" si mply wonodot cut it.

Also allowing others to access your connection is a guaranteed way to expose yourself

to the dangers of identity theft directy. Anybody who is O0piggybacking
connection can access your emails, your files and even your browsing history (which

will show where you hold accounts!) to build up a profile on you. Scary, eh?

Wi-Fi Hacking Defensive Tips

1. Use a firewall to help secure your wireless network; setup the firewall to only
accept secure connections.

2. Password protect your laptop or PC.
3. Password protect your wireless network.
4. Do not allow others to access your wireless connection.

5. Never connect to an unknown wireless network.
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Chapter 8: Wardriving

Wardriving is a new term to enter the world of identity theft and fraud and as with wi-fi
hacking, it targets wireless networks. Technically, wardriving is not a crime. However, it
could be a technique easily used by hackers for stealing your personal information.

Wardriving begins by switching on a laptop with a wireless network card and driving up
and down streets in an organized pattern looking for hotspots that have strong wireless
signals. By the end of the day, a long list of strong accessible signal locations would be
determined. An identity thief could take that information and return later to hack into the
signals. By making the list at an earlier point, the thief is limiting the time he will spend
exposed while hacking the connections of suburban homes.

Some hackers will even take this one step further and use GPS equipment to record

exact locations for hacking lateron'One day of 6 WaurngitomgVistofg 6 wi | |
locations.One ni ght of OHackingd these | i private wi | |
information!

What can | do to protect myself?

Even with todayds | evel of privacy invasion a
neglect to use 6épassword encryptiaond to preve
connecting to their network. This may be because they genuinely do not know how to

set up their networks with password encryption, but | find it very difficult to believe

somebody can manage to set up a wireless network without the knowledge of how to

enable password protection. It is far more likely that those who do not use password

encryption do so because they are under the misconception that an up to date Firewall

and Anti-Virus will provide the required level of protection.

This is certainly not the case! Password encryption, Firewalls and Anti-Virus are three

totally different beasts, defending your computer in three very different battles! Let me
explain it |like thiséwhen yoareimmozedfromthegi ves vy
flu. However, it will not offer protection against the Measles. For this, you will need an

additional means of protection!
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Your most effective defensive strategy against all types of hacking is to simply

ensure that you are never connected to a wireless network that does not have

password protection. If you are setting up your own network, enable the password

protection and make a note of it. Keep the password in a safe place because you will

need to use it at a later date if you decide to access the connection from more

computers at your home. Additional | y, as webdve said up-tofdate e, be
Anti-Virus and Anti-Spyware software, along with an active Firewall!
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Chapter 9: Phishing

You may not have heard of 'Phishing’' scams before, but I'm almost certain you have
seen them in your inbox. You may even have one in there right this minute! These
scams generally appear in the form of an email and are designed to convince you to
take an action that will reveal some of your private details, like bank account numbers or
passwords. This type of email 'Phishing' can be very advanced and convincing too!

Generally, you will receive an email appearing to be from a large organization or
company that you are familiar with, such as your bank, credit card provider or mortgage
lender (recently, EBay and PayPal style phishing attacks have become more and more
frequent). The email will explain that there is some sort of problem with your account,
(such as your password is expiring or your address needs updating) and asks you to log
in immediately to avoid your account being frozen for security reasons.

Defensive Tip

Make sure you take a close look at the address bar before you log onto
any of your password protected financial accounts. Why? Because on a
secure site, the fAhtt théweb addressiwilla t
change t o Mmtyt psd.e without the adde

Individuals who attempt to log in through a link in a 'Phishing' email are unknowingly
providing the thieves and scammer sngili t h
wouldn't be that dumb" right?

When you receive an email saying someone in Nigeria wants to split $23,000,000 with
you or that you are in line for a windfall inheritance from someone you never knew, it is
obvious to most of us that those are phishing emails. You may just roll your eyes as you
hit the delete key. But things have changed recently. Scammers and thieves are getting
smarter, more cunning and more devious. They are now finding more effective ways to
steal your personal information.

t he

be

d fiSo

t heli
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Other approaches to phishing emails rely on panicking customers by sending them
distressing news. For example, an email appearing to be from your bank might say
somet hing along the |l ines ofé

fiWe have detected a fraudul ent t vauemos acti on
$747.08. As aresult, we have frozen your card temporarily. Please log in to
reactivate your account and contact us a

You may be thinking, AHow woul d aniegllhavean know
ac count Goadquéstior? First, the majority of us will have an account with at

least one of the mainstream U.S. banks or credit providers. So if a thief sends out
hundreds of phishing emails from ACitibanko,
recipients will have some kind of account (credit card, mortgage loan, bank account)

with Citibank. Second, as three quarters of the US population have access to the

Internet, it's a good bet that we're also using online banking. Third and finally, if they

want to find out for sure who you have accounts with, they only have to check your old

maill Remember the 'Dumpster Diving' we talked about earlier? Exactly.

One very successful Phishing email that began to do the rounds towards the end of
2007 linked to a fraudulent PayPal replica web site that was such a perfect match to the
official site, it was almost impossible to tell something was wrong until it was too late.
Thankfully it was identified, tracked down and closed very quickly, but not before it had
collected the private details and information from hundreds of customers.
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Here is a sample phishing email from a thief posing as Paypal:

The way to send and
Pa;ypa receive money online

Dear bpmoe@hotrmail.com
It has come to our attention that vour PayPal Billing Information records are out of date. That requires vou to
update the Billing Information.
Failure to update your records will result in account termination. Please update your records in maximum 24
hours. Once you have updated your account records, vour PayPal session will not be interrupted and wiill
continue as normal. Failure to update will result in cancellation of service, Terms of Service (TOS) violations or
future billing problems.

Please click here to update vour billing records.

Thank you for using PayPall
The PayPal Team

Your monthly account statement is available anytirme; just log in to your account at https: e paypal .comfus/MHISTORY, To
correct any errors, please contact us through our Help Center at https: /fwww .paypal.comfus/HELP.

stance, log in to your PayPal

Lookspr et ty aut he rCteatars,of ptigshiagsemdil$ oftentisPa URL (website
link) in the message that seems valid. But when victims click on the link, it actually takes
them to a different site i the imposter site. These fake sites are even built to look
identical to the real sites!! Worrying, huh?
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How can | protect myself from 'Phishing' Attacks?

The best strategy to protect yourself from 'Phishing' attacks is a multi-pronged
approach. First and foremost you need to take a look at your email service provider and
check what protective measures they have integrated into their system. Most primary
email providers have some advanced protection from viruses and phishing attacks.

If you do not have adequate protection from your email provider, Mozilla has developed
an email application called Thunderbird. It protects you from email scams by warning
you when a message is a potential phishing attempt. Additionally, it lets you know if you
click on a link that appears to be taking you to a different web site than the URL that
was in the message indicated. Did | mention it is free?

Second, take a look at your browser and check what protective measures have been
built into the software. Certain internet browsers are able to alert users to fraudulent
websites. Mozilla Firefox 2.0 uses Google anti-phishing software to alert you if it
appears that a web page is attempting to trick you into disclosing your personal or
financial information. The latest versions of Internet Explorer and Opera also include
phishing filters.

Both the Firefox browser and the Thunderbird email application from Mozilla are
absolutely free! You can download them through this link A Mozilla

Personally | would recommend using a browser that utilizes phishing filters and
switching to an email service provider that has adequate protection from Spam and
'Phishing’ emails. But don't think any email provider will be able to shield you
completely. As we talked about earlier, the world of Identity Theft is constantly evolving.

Defensive Tip

Another way to defend yourself against phishing attacks is to
avoid clicking links in an email message. It may be a safe
link to a secure site, but is
receive an email that contains a website link T even if you
believe it is valid i open your internet browser and type in the
siteds r eal daTdislwilldakesyoultoythe lawghentic
site and you will not be fraudulently redirected somewhere else.
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http://www.mozilla.com/

By adopting this quick tip, you can massively reduce the risk of being caught in a
phishing scam!

If you do receive an email that seems suspect, make sure you report it to your email
service provider. If you receive a phishing message that appears to be from a real

company like your bank, EBay, PayPal, etc., report it to those companies as well. Most

sites make it very easy for you to report this kind of activity.

More Phishing Defensive Tips

A

1. Donotopenan emai | i f you dondt recogni z¢g
2. Do not click links in an email message. Always go to your browser and type in
the websiteds address or select the 4

3. Use a browser and an email provider that have integrated phishing protection.
4. Look httped din credit or banking sites b
5. Report suspicious emails immediately!
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Chapter 10: Profile Stripping

Thereds a good chance wou mdy 6iPotofhdwve Sevempph
or if you have it was probably from the news around October 2007.1 t hi nk it 6s r e:
i mportant to mention this one, -arf Nanethieleds now i

it can be just as destructive as anythin g we 6 v e s dereimgorahtly, it @uld

also affect our children too.

Profile stripping is an identity threat that has emerged out of the increasing popularity of

social networking sites such as Facebook, Myspace and Bebo. Some of the fastest

growing sites on the web today, these social networking sites seem a harmless way to
communicate friends in a fun way. However th

Under the surface these mammoth sites store, display and link together an unbelievably
deep pool of personal data which includes names, addresses, contact details, consumer
behavior (such as which stores people like to use) friends, career details and even our

future plans! Do you really want strangersk nowi ng your home wi l | be
of f on holiday for 2 weeks? | didndét think s
At first glance this type of information does
identity, does it? We | | no, most of wus wonot
band as a compromising issue ! But youdd be wrong.

OProf il e Stdigitabgitermativet o sé6 Dhmpster Di ¥thengd we co
beginning of this guide. Unfortunately, most of the criminals prowling these social sites

for information to 6st rOiThisdneaastiey ditentavenp!| i shed 6
advanced skillsincomputerpr ogr ammi ng, which theydThey use f c

often cause the webmasters of social sites a real headache by compromising the day to
day security of their sites.

What does this mean for us? Well it means that we cannot rely on these sites to keep
our information secure from prying eyes! The
hackers and webmasters, and we DONOT want to

Keep in mind, the only informati on t hat 6 s avai |lnethdrkangsttesist hes e s«
information we have consciously and willingly contributed. By thinking very carefully
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about the info we add, we can be reasonably c
ID theft or fraud.
H e r eadist of information you should never display on your profile:

1. Your Real D.O.B i Why not limit this to the year only? This is a really useful
piece of information for thieves to begin linking your data with.

2. Your Address i For your safety, simply NEVER display this, ever.

3. Contact Detailsi Dondét add your telephone or cell n
Anybody who should have them, already would have them!

4. Personal Details 1 Such as your Social Security, Passport or Driving Licence
numbers. There is absolutely no reason why this should ever be required on
these sites.

Defensive Tip

Dondot | et strangers kimow atilsaetddyaduwmn we |
Springfield, IL.Many online companiesnus@doci't
as a security question. Another common security question is

6mot her 6 s mdahisdneans, ifiyuferdget your password

and can answer a security question, some sites will let you log on or

they will tell you theusername and passwomMdkeyou o6for

sure you areno6t makionfeeeltalailable.t ype of |

Unfortunately due to t he nexerpossbleforfyousobe i al net
certain who it is you@e talking to. For this reason, be very wary of anybody who begins

asking you questions online, however innocent they may seem. Even if it is somebody

you know! Why? Because you think youde talking to a friend, when you could actually

be talking to somebody you don& know, who has gained access to your friends account.

Remember the dHackersbwe mentioned earlier on? These are the very people who are
likely to try this type of approach. You also may be wondering why you should be very
careful answering innocent seeming questions? Again, remember earlier when we
talked about passwords? Yep, most people do use family related passwords and
access information. By telling somebody you have two children called Jack and Rachel,
you have just provided a thief with a series of password combinations to try.
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| want to mention another (more serious) aspect of social networking sites. Within a few

mi nutes of visiting these sites you can see |
teenagers and young adults. Yet as our chil dr
earlier age, they are more frequently found surfing around on sites such as Facebook

and Myspace.

You see, no matter how much we try to protect and educate our kids to the dangers in

the world around them, we often neglect to talk to them about the dangers of the virtual

world. We can never really be 100% sure who it is they are talking to, or who it is they

are unknowingly giving away private detail s t
identity thieves who use these sites, but also sexual predators and mentally deranged

individuals.

Why not take 10 minutes right now and speak to your kids about the dangers of Internet
chat rooms and social sites. Remember, your kids are one of the easiest routes a
criminal can take to obtain your private family information. Pretending to be another
child is a very effective way for thieves, intent on exploiting your identity, to
communicate with children online.

Defensive Tip

There may be times when your kids will be surfing the net without

your direct supervision, so itdéos a gr
features such as Google search preferences. You can set your

browser not to display results of a violent, pornographic or gambling

nature. This will at least prevent anything disturbing from appearing

when your kids enter seemingly innocent searches. You can access

preferences from the Google search homepage.
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Chapter 11: Check Washing

These d a ychatks are becoming less common as online payments are more widely
accepted, but this doesndt mean we should neg
bankingf r aud. 6Check Washi ntgd method used byethieyes,$0i mp | e, I
alter checks you have written by chemically erasing the hand-written part of the check.

Quite unbelievably, the chemicals used in the check washing process are available very
commonly in stores! The Owasheddé checks can t hi
name is changed, so the thief can literally deposit the check and steal your money

without you noticing an unusual amount on your bank statement.

Attempted check fraudincludi ng 6check washingd has more tha
three years reaching an estimated $12.2 billion in 2006, according to the latest
American Bankers Association Deposit Account Fraud Survey Report. Of this figure,

$969 million was successfully stolen in 2006.

So how can you minimize your risk of check washing?

Check Washing Defensive Tips

1. Do not put your outgoing bills in an unlocked mailbox. If possible, take outgoing
mail directly to the post office. Also, try not to drop your mail off after the last
pickup of the day.

2. Minimize the number of checks you write. Why not pay your bills online instead?
This will reduce the possibility of your checks being stolen through the mail. Just
make sure you are using a secure online connection.

3. To make it very difficult for the chemical process to work, use a black gel ink
pen so the ink will permeate the fibers of the check and not simply site on the
surface of the paper.

4. Never ever leave blank spaces on the payee or amount lines!
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Chapter 12: Hotel Threat

|l 6m going to cover a threat to your informat.i
thought of, but is becoming ever more real. You know those little plastic cards that are

used to open hotel room doors? Well they present a very tangible threat to your private

detail s. Hereds why.

Each time you visit a hotel youdbre normally r
credit card number when you check in. These details are stored on your plastic room

card too. This not only acts as a security deposit, in case you damage hotel property,

but ités also used to make your stay more con
bar or restaurant tab, order room service or charge dry-cleaning straight to your room.

Normal ly youdd s eght?ln anihsnesaveoridafulllofdanest peaple, it
would be. Unfortunately we most certainly do not live in an honest world (if we did |

woul dndédt be-book!)iting this e

To a thief, your room card is a gold nugget! It contains not just your name, address and

credit card number, but often also the compan
vehicle type and registration. Thatds a huge
place!

Now think about what happens when you check out. In most hotels, to facilitate a quick
departure, the room keys can be deposited in
leave. By the end of the day this box could quite easily contain hundreds of thousands

of dollars in credit card details along with names and addresses of the holders. Easy

picking for an accomplished thief or a deceitful hotel employee!

So how can | protect myself?

Thereds a very simple way of protecting yours
comfortable with it as others! Take the card with you whenyouleave.l t 6 s t he onl vy
to be absolutely certain the details stored on the card do not fall into the wrong hands!

Perhaps that seems wrong to you, but rest assured those small bits of plastic cost next

to nothing to replace. They get damaged, cracked, bent and lost all of the time! Plus, if

the Hotel does actwually notice and call me ab
replace it, in exchange for guaranteeing the security and privacy of my details.
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Chapter 13: If the Worst Happens ¢é

The primary objective of this eBook is to help you avoid identity theft and its
consequences. However if the unthinkable does happen, it is a very sensible idea to
have a contingency plan ready and waiting. H

If you believe you have been a victim of identity theft, then you must take action

immediately! Many people spend so much time worrying and panicking that they

inadvertently delay the reporting procedure. Most bank and credit fraud will take place

within the first 24 hoursof obt aining a victimbdébs detail s; t
longer the thief waits, the more time you will have to block your accounts. Therefore,

the quicker you act, the greater the chance you will have of limiting the damage to your

accounts, to your credit file, and to your identity.

As soon as you realize you have become a victim, or even suspect your details have
fallen into the wrong hands, you need to notify the following:

Your Banks

Your Credit Providers

The Police

Al I 3 Cr e dkxperiaB, Equéaa and BransUnion)

»ownhPE

It is absolutely crucial to notify each of these contacts with your full details. Be sure to
make a note of the date, time and if possible the name of the person you spoke with.
This information will make the situation much easier if there is an issue of liability later
on. The respective agencies will take action in line with their particular procedures,
which will certainly involve placing blocks on your details and accounts.

You should also ensure that Experian, EQui f ax and TransUnion all p |
onyour credit fil es. Not sure how to do that? |
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How does Fraud Alert Work?

When you suspect or know your private information has been compromised, you can
ask each credit referencing bureau to place a fraud alert against your file. Then, when
somebody attempts to open a new credit account or obtain a credit service in your
name, the lender using your credit report will be prompted to contact you using the
details found on your report to verify it is in fact YOU who is applying.

It is a quick and simple process to place fraud alerts on your credit files. Contact each
of the credit bureaus and inform them that you want to flag your file for fraud. An alert
will be activated within 24 hours and you will also receive a letter of confirmation to
reflect your request. A secondary effect of placing a fraud alert is that your name and
details will be removed from all pre-approved credit card offers for a period of two years.
The fraud alert will initially only remain on your report for 90 days, but you can apply to
have this extended. You can contact the three main credit referencing bureaus online or
by mail at:

Equifax Experian TransUnion

P.O. Box 740241 P.O. Box 2002 P.O. Box 1000
Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022
1-800-685-1111 1-888-397-3742 1-800-888-4213

| f vy olifélLock subscriber, you can avoid all this hassle by using their free

Wall et LockE service, which assigns you a reco
you notify all of your account providers including the referencing bureaus. It only costs

$10 per month and guarantees you against the damage of identity theft. Plus they will

put things in place to protect you from having this happen in the first place. And if it does

happen? Well, they have a $1,000,000 service guarantee! Wow!
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Chapter 14: You did it!

Youbve Ydomévetiteached theée dogpeofyouleecdwmuna. i

insightful, and more | mpor emabletdijustratets ywib u | ! I
just how real the threat of identity theft is in 2008. We all have the potential to become
victims (some of us already have been!) so it

ourselves with the greatest weapon we have at our disposal - knowledge.

Wedve covered the scams and techniques thieve
details and steal your identity right from under you! This is the best position you could

possibly hope to be in. With your new knowledge of motives and methods behind

identity theft, you are now able to put to us
protect your details, prevent unauthorized access to your accounts and safeguard your

identity.
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Chapter 15: Let us hear from You

If you have been a victim of identity theft and want to share your story or if you have
comments / ideas on a topic you want included in our eBook, please contact us through
our website. We would appreciate any feedback!

http://lwww.think-creditcards.com/contact-us.html
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